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Highest identity coverage in the world
• 35+ eID integrations

• 200+ ID & risk data source integrations
• All-LoA ID-document & biometric verification

Pan-European Digital Identity
Service Provider

> 450 identity experts

Full digital identity journey
• Onboarding (identity & risk verification)

• Authentication
• Signing & consent

Customer footprint

Office



Research report: The Battle Against AI-driven Identity Fraud
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1st

Research on AI-
driven Digital 
Identity Fraud
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Countries

Belgium, Germany, The 
Netherlands, Norway, 
Spain, Sweden and the 

UK

1206

Fraud Decision-
makers 

have answered the 
survey
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Segments

Banks, Fintechs, Insurance 
providers & Payment 

providers

+

Our own fraud 
data from VideoID



Trends
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80%
Increase in fraud attempts over 

last three years

Attempted fraud is  on the rise





(AI) tooling to easily 

generate/manipulate/replicate:

● Voice

● Image

● Video

● Website or app
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Why does it 
happen 
now?
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https://www.youtube.com/watch?start=29&feature=oembed&v=BiqtRxmkPNw

https://www.youtube.com/watch?start=29&feature=oembed&v=BiqtRxmkPNw


https://www.youtube.com/watch?v=u0rLOcERP6s

https://www.youtube.com/watch?v=1mzzA77DaY8 

Credits: Per Thorsheim (Youtube)

https://www.youtube.com/watch?v=u0rLOcERP6s
https://www.youtube.com/watch?v=1mzzA77DaY8


https://www.linkedin.com/posts/david-maimon-29343632_sentilink-fraudpatrol-fraudprevention-ugcPost-7303061363931697152-i5Ad 

https://www.linkedin.com/posts/david-maimon-29343632_sentilink-fraudpatrol-fraudprevention-ugcPost-7303061363931697152-i5Ad


https://www.linkedin.com/posts/david-maimon-29343632_money-markets-banks-activity-7218644970319081475-bvym

https://www.linkedin.com/posts/maburgess1_new-romance-scammers-are-using-real-time-activity-7186713852653285376-Oyj3

https://www.linkedin.com/posts/klaudia-kloc-_story-of-how-an-ai-generated-polish-politician-ugcPost-7300929611511611395-QUeq 

https://www.linkedin.com/posts/david-maimon-29343632_money-markets-banks-activity-7218644970319081475-bvym
https://www.linkedin.com/posts/maburgess1_new-romance-scammers-are-using-real-time-activity-7186713852653285376-Oyj3
https://www.linkedin.com/posts/klaudia-kloc-_story-of-how-an-ai-generated-polish-politician-ugcPost-7300929611511611395-QUeq


Phishing-as-a-Service (PhaaS) – e.g. Darcula v3

https://www.netcraft.com/blog/darcula-v3-phishing-kits-targeting-any-brand/

https://www.netcraft.com/blog/darcula-v3-phishing-kits-targeting-any-brand/


● Financial gain

● Disruption (denial of service)

● Corporate espionage/intelligence

● Emberassment/shaming/stalking (‘doxing’)
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Attacker’s
goals



Detailed research
results
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42%
of detected fraud attempts use AI

29%
Of them considered successful

AI-driven fraud now a  big proportion of fraud
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ID DOCUMENT FORGERY
is the most common type of 

identity fraud

ID document forgery: The practice of creating, copying, and/or altering identity documents, such as 
identity cards or passports, with the intent to deceive others about the identity or legal status of the 
holder. 
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Deepfakes are getting more sophisticated

INJECTION ATTACKS 
going up

While presentation attacks 
are plateauing 
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Over three-quarters of 
businesses prioritise AI-driven 
identity fraud prevention…



75% of respondents 
believe that deepfakes 
will never be convincing 
enough to fool financial 
institutions.
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75% of respondents believe that 
deepfakes will never be convincing 
enough to fool financial institutions.
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Mitigating identity fraud
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Mitigating AI-driven Identity fraud

1 A multi-layered approach
A combination of multiple technologies and techniques

2 Covering all vulnerable fronts
From onboarding and logins to payment authorisations and e-signatures 

3 Battle AI with AI
Build profiles, perform pattern recognition, anomaly detection

4 Education 
Organisations need to prepare employees and customers
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Mitigating identity fraud with Signicat 

Early Risk
Assessment

1

• Smart 
sequence

• Build profile
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Email profile

Geolocation

Device profile

Prior History

Digital profile

Mobile # profile
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Automated

User Identity
Verification

Data

Enrichment & 
Verification

Secure login for

returning users

Trusted 

eSignature

Ongoing 

Identity and 
Risk 
Monitoring

• eIDs 

• MobilelD (2FA)

• AES & QES

• Digital Evidence 

Management

Mitigating AI driven identity fraud with Signicat 

2 3 4 5 6

Early Risk

Assessment

1

• eIDs 

• VideoID 

• Person

• Organization

• Risks

• Watchlists

• Credit rating

• Address

• Ownership

• Sequence

• Blacklist

• Velocity



Do risk assessments early in a process, lowering the barrier for

’good’ customers and increasing it when identifying risk.

Build a profile of a customer to be able to recognize a genuine

customer and their data.

Additional data verification is advised at events, increased risk or 

uncertainty about the authenticity

4 take-aways:
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Don’t rely on 1 tool, use a multi-layered approach.



Quiz: spot the deepfakes
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Battle Against
AI-driven 
Identity
Fraud

Get the full report:



Rely on a team of experts with 
extensive experience in the European 

identity space



www.signicat.com

A trusted digital world 
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