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Full digital identity journey
 Onboarding (identity & risk verification)

« Authentication
« Signing & consent

Highest identity coverage in the world

« 35+ elD integrations
« 200+ ID & risk data source integrations
* All-LoA ID-document & biometric verification

> 450 identity experts
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Research report: The Battle Against Al-driven Identity Fraud
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Tilbud

Advarer mot ny svindelmetode: Norsk
kvinne (80) ble bortfert av svindlere til
Dubai
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__ To menn i 20-arene tappet kontoene hennes for flere
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B2 Christian Breidlid
Journalist

Banken etterlyser bedre samarbeid for a stanse svindlerne. - Forstar at
det kan veere frustrerende, svarer politiet.
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https://www.youtube.com/watch?start=29&feature=oembed&v=BiqtRxmkPNw
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23. mars 2022, 12:17

Hei!

Topp at du har registrert kortet ditt
i Apple Pay.

Visste du at du kan bruke Apple
Pay alle steder der du ser ikonet
for kontaktlas betaling eller Apple
Pay? ®

Hilsen oss i Sparebanken Vest
| dag 19:54

Vi mistenker uvanlig aktivetet pa
kortet ditt. Vi anbefaler deg a ringe

inn pa 23 50 36 75.
Saksnummer: /3099

Vennlig hilsen
Sparebanken Vest

Credits: Per Thorsheim (Youtube)
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https://www.youtube.com/watch?v=u0rLOcERP6s
https://www.youtube.com/watch?v=1mzzA77DaY8
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clouds - . YOUR DOCS

PASS
Replacement documents for proof of income

E] m E E § a | HIHII] ” @ and proof of address for novelty use

Passport ID Driving Bill Credit USA MRZ Gen Barcode PhotoDrops Vector

Replace Your

Passport PSD template

Welcome to Your Docs!

We are a team of experts who create high-quality novelty documents using the latest editing technology. Whether it's
bank statements, P60s, SA302 utility bills, or payslips, our aim is to achieve the same quality as the original document
that you are replacing.

= Utility Bills
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https://www.linkedin.com/posts/david-maimon-29343632_sentilink-fraudpatrol-fraudprevention-ugcPost-7303061363931697152-i5Ad



https://www.linkedin.com/posts/david-maimon-29343632_money-markets-banks-activity-7218644970319081475-bvym
https://www.linkedin.com/posts/maburgess1_new-romance-scammers-are-using-real-time-activity-7186713852653285376-Oyj3
https://www.linkedin.com/posts/klaudia-kloc-_story-of-how-an-ai-generated-polish-politician-ugcPost-7300929611511611395-QUeq

Phishing-as-a-Service (PhaaS) — e.g. Darcula v3

Search or Track Packages

=S

-
T

< USPS Stamps >

USPS Updates

Upcoming USPS Helidays

USPS will be closed on Monday, Januar



https://www.netcraft.com/blog/darcula-v3-phishing-kits-targeting-any-brand/

Attacker’s
goals

Financial gain

Disruption (denial of service)

Corporate espionage/intelligence
Emberassment/shaming/stalking (‘doxing’)
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Detalled research
results
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ID DOCUMENT FORGERY

is the most common type of
identity fraud

What are the most common types of identity fraud you
experience?

Three years ago

#2 ID document forgery Synthetic ID fraud
Synthetic ID fraud Account takeover, Degp—
fakes and Impersonation

ID document forgery: The practice of creating, copying, and/or altering identity documents, such as

identity cards or passports, with the intent to deceive others about the identity or legal status of the
holder. 16
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Evolution of Presentation attacks vs. Injection attacks

Percentage of total fraud cases, Signicat VideolD data

INJECTION ATTACKS I o
going up

12,8%
12,6%

While presentation attacks
are plateauing




Over three-quarters of
businesses prioritise Al-driven

After the next

identity fraud prevention... o
(o

Already
underway

22%

How are you tackling the issue of Al-driven identity fraud®? Timeline to implement
Al-driven identity

8-  We have a team 780/ fraud measures
(o)

ol dedicated to the issue

= We are increasing 0/
“ our budget (o]
==  We are upgrading TTO/
EE our technology (o)

In the next
12 months

(4%
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- /5% of respondents
believe that deepfakes
will never be convincing
enough to fool financial
Institutions.
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World / Asia

Finance worker pays out $25 million after video

call with deepfake ‘chief financial officer’

4 A\ By Heather Chen and Kathleen Magramo, CNN
@ 2 minute read - Published 2:31 AM EST, Sun February 4, 2024
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Mitigating Identity fraud



Mitigating Al-driven ldentity fraud

A multi-layered approach

A combination of multiple technologies and techniques

Covering all vulnerable fronts

From onboarding and logins to payment authorisations and e-signatures

Battle Al with Al

Build profiles, perform pattern recognition, anomaly detection

Education

Organisations need to prepare employees and customers




Mitigating identity fraud with Signicat

i1 Q
Early Risk
Assessment

* Smart
sequence
* Build profile

23
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Mitigating Al driven identity fraud with Signicat

Early Risk Automated Data Secure login for Trusted Ongoing
Signicot Assessment Use_r_ Ide_ntlty Enr_lc_hm_ent & returning users eSignature Id_entlty and
Verification Verification Risk
Monitoring
+ Sequence + elDs + Person » elDs + AES & QES + Watchlists
» Blacklist * VideolD » Organization * MobilelD (2FA)  Digital Evidence + Credit rating
» Velocity * Risks Management * Address

* Ownership

Signicat

A
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4 take-aways:

a Don’t rely on 1 tool, use a multi-layered approach.

e Do risk assessments early in a process, lowering the barrier for
‘good’ customers and increasing it when identifying risk.

e Build a profile of a customer to be able to recognize a genuine
customer and their data.

a Additional data verification is advised at events, increased risk or
uncertainty about the authenticity

Signicat



Quiz: spot the deepfakes
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Battle Against Get the full report:
Al-driven
Identity
Fraud

iani consu -’
Riperion SCAN ME



Rely on a team of experts with
extensive experience in the European
identity space



A trusted digital world

www.signicat.com
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