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Cogniware changes the way how to solve crimes by
using technology to identify digital footprint in huge
information overload worldwide.
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I want my family to live in a safe
environment.




Financial Crime is on the rise

It’s all over

$3.1T loss in ML in 2023 globally
$485B in bank fraud

Financing drug and human
trafficking and terrorist financing
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Known and unknown

Various ways and techniques
Patterns

Always one step ahead

Struggles

Tactics and technology
Regulatory challenges

Data overload and resources
limitation



Al Is All Over the Place

It is quite smart Everybody talks about it
Patterns It is the future
Anomalies It becomes accessible
Predictions The funding is there
Q&A over the data
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It is everywhere

Chat GPT
Electronics
Web Products
Argos



Al is not simple zero or one

‘_Q' cogniware Source: https://www.freecodecamp.org/news/chihuahua-or-muffin-my-search-for-the-best-computer-vision-api-cbda4d6b425d/



Al in Investigation

No magical black box!

l

Recommendation and
data processing system
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We can serve

Government Armed forces Commercial
Central Bank/FIU Police Financial Institutions
Immigration Intelligence Manufacturing
Prison guards Army Utility/Gas/Qil/Electricity
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Al in Investigation

Advantages and Challenges of Al Integration
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Argos Introduction

Argos platform uncovers hidden relationships and analyzes suspicious behavior
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Argos Introduction

Argos platform uncovers hidden relationships and analyzes suspicious behavior
across versatile data in highly secured on-prem environments
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Argos Introduction

Argos platform uncovers hidden relationships and analyzes suspicious behavior
across versatile data in highly secured on-prem environments
so it’s easily searchable and clearly presented.
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Argos Introduction

Argos platform uncovers hidden relationships and analyzes suspicious behavior
across versatile data in highly secured on-prem environments
so it’s easily searchable and clearly presented.

We do it by visualizing —
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Argos Introduction

Relationships

Identifying connections
between people and
objects.
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Relationships

Identifying connections
between people and
objects.

Locations

Mapping the location and
movement of multiple targets
and general map search.
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Relationships

Identifying connections
between people and
objects.

Locations

Mapping the location and
movement of multiple targets
and general map search.

Multimedia

Identifies targets and their
co-locations using
biometrics.
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Relationships

Identifying connections
between people and
objects.

Locations

Mapping the location and
movement of multiple targets
and general map search.

Multimedia

Identifies targets and their
co-locations using
biometrics.

Pattern Of Life

Establishing timelines and
understanding behavior
patterns.



Data Collection

Data are transformed from various files into entities and links with properties

é_

Internal Siloed Databases
Data about criminal history, family relationships, social
networks or cars/guns ownerships are fragmented.

Documents and Multimedia Files
Crucial information comes from unstructured data that is
complicated for automatic processing and extraction.

Transaction Logs
Keeping track of all transactions like financial transactions
or call data records is pretty challenging.
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Argos utilizes data sources

* Internal databases
e Internal file systems/content management systems
e External databases/watchlists
e OSINT

e Crypto transactions

* Geo systems

e Cybersecurity
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OSINT collection
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Blockchains
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Structured data analysis with Al

Structured data is perfect for Al analysis due to its organization.

A Anomaly Detection

identification of outliers in time series and relation data

Predictions

1T identification of best approach to investigation
and what happens next in the data

6 Recommendations
risk-evaluation criteria and identification of problematic targets
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Al and Multimedia

Multimedia Analytics delivers shorter Y
resolution times, enhanced accuracy,
unmatched flexibility and scalable capabilities.

~—~ ldentify a criminal suspect
.\, based on a photo or voice in a fraction of a second

Uncover an enemy agent or terrorists
@ based on his connections, behavior and background info

@ Detect public threats and extremists

< by analyzing content from social networks Search In Video
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Analyzing Documents with Al

Document analysis provides insights
and information extraction to speed
up work and provide actionable
intelligence.

- investigation_report_02012020.docx

@ Identify people or companies
O—@ Recognize relationships

C®3 Location intelligence resolution

«Q, cogniware



Does LLM Make Sense For Investigation?

Question -> Answer
N
Interpret complex data, making information more

accessible.

Data driven knowledge
( '@ Quickly process and analyze large volumes of data,

identifying relevant information and patterns.

Complex analysis

A Generate insights and hypotheses, enhancing
investigation efficiency and thoroughness.
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The journey of an STR - customer success story
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nal/External User

Law Enforcement




Case Management

Show closed cases
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Reporting
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Link analysis




Activity view
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Application of Al

Reasonable utilization of Al

Carefully considered use case

Properly planned and tested implementation

Outputs should be taken into consideration not for granted



Keep The Costs Low

b 4 Avoid fine-tuning (especially LLMs) - expensive and time consuming operations.

Q Choose models with low inference cost, balance params size.

* Total Estimated On-Premise Costs per Hour:

NVIDIA T4: 8 NVIDIA A100s:
e  Hardware: $0.11 e  Hardware: $3.66
e  Power: $0.008 e  Power: $0.29
e  Cooling: $0.012 e Cooling: $0.44
» Total: = $0.13 per hour o Total: = $4.39 per hour
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Tailored To Typical Investigation Questions

% Do not stick with just graphical or just
text interface.

Use different Uls to represent results.

Highlight source of data in response.

Interconnect your other application
features with chatbot interface.
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Use RAG (Retrieval Augmented Generation)

Argos Web Ul

Context Filter -

47

% Do not use pre-trained
knowledge of LLM models.

Use LLMs only for building data

queries and use interpretation
Audit Logger Security Evaluator Query Templates Model typing and
(aka Shortcuts) restrictions

of in-context data.

.
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Query builder
(fulltext, AQL,
vector similarity)

Argos DB
Structured data
Unstructured data
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Instruct Properly

Do not let the system to be creative.
Use prompt engineering tactics.
Always reference source of your data in Al outputs.

Use feedback loops and prompt enhancements to
ensure response.

QOQE&
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Be Al Agnostic

% Do not rely on specific model in general (e.g. LLM).

O Use open architecture.

«Q, cogniware



Benefits

Focused On Improving Key Performance Metrics with Al
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Added Value For End Users

Understand hidden insights in Your internal data or data provided
by external stakeholders better and find answers to the

Investigation questions. We Know Our Craft

@ Decrease time to find answers in data by up to 40%

Allowing for faster decision-making and increased efficiency.

We Are In Thi
Understanding complex data e Are In This

Creation of a comprehensive view of structured and unstructured data and
subsequent decision-making based on the information obtained.

Together

{@ Enable non-tech users (usually 75% of all investigators)

I Allow non-tech users to analyze communication data and utilize valuable experts
on other important tasks.
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Business Value For Management

Make the operational processes more efficient with scalable
and heavily secured software.

We Know Our Craft

@ Lower TCO By Covering All Investigation Features

Our system spans across multiple dimensions within the prison investigation.

Better Team Performance We Are In This

More efficient governance and orchestration of analytical tasks in the team using Together
embedded case management.

C@ Knowledge Is Kept Within Organization

[ Fluctuating employees are not leaving with the knowledge that has not been
shared with others.
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Argos: Our Al-Powered Platform For Investigation

Secure and user-friendly data analytics system for security professionals.

~  Unlocks Your Data For Analysis

Collect and process all key data no matter of their source type or
structure (multimedia included).

? Lets You Understand Data In Context

Find out more about dangerous individuals and their history,
companions, time patterns or locations.

@ Proactively Uncovers Hidden Insights

Saves time and spots non-trivial findings automatically 24/7.
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Argos fits any investigation

Suited for all data and investigations

Financial transactions, CDR or CCTV feeds for
drug trafficking or general crime investigation

Artificial Intelligence Embedded

Understand structured and unstructured data
using built-in Al

Target Markets

Applicable both for governmental and commercial
use cases

n¢ Team of Professionals

= Dedicated team for consultancy, implementation

All questions are welcomed ~ andsupport

Contact me on:

&, cogniware tomas.tunega@cogniware.com




